® TUV, TUEV and TUV are registered trademarks. Utilisation and application requires prior approval.

www.tuv.com

Certificado

Norma de controle

N° de reg. do certific.

Organizagéo:

Site:

Campo de aplicacgao:

Validade:

ISO/IEC 27001:2013
01 153 1629772/01

CIRION TECHNOLOGIES DO BRASIL LTDA
AVENIDA EID MANSUR 666
PARQUE SAO GEORGE

COTIA - SP
06708-070
Brasil

c/o CIRION TECHNOLOGIES DO BRASIL LTDA
AVENIDA EID MANSUR 666
PARQUE SAO GEORGE

COTIA - SP
06708-070
Brasil

Prestacao de servicos de Data Center, Cloud & Security oferecidos na Argentina (Buenos
Aires), Brasil (Cotia, Curitiba e Rio de Janeiro), Chile (Santiago de Chile), Colébmbia (Cali,
Colémbia XV e Suba), Equador (Quito) e Peru (Lima).

Servigos de Data Center: Backup, Colocation, Consulting Services, Database
Management, DEC 3 (Dynamic Enterprise Computing v3), DNS Service - Domain
Management, Hosting, Housing, Load Balancing Enterprise, Load Balancing Standard,
Management, Microsoft Active Directory Management, Microsoft Exchange Management,
Microsoft Terminal Services Management, Office Space, On Site Assistance, On Site
Operations, Operating System Management, Other Application Management, SAP Basis
Management, SAP Other, SAP Portal Management, Storage, Third Party Products, Virtual
Hosting Enterprise e Virtual Hosting Standard.

Servigos Gerenciados de Seguranca: Advanced Event Correlation, Antivirus, AV+AS,
Consulting Services, External Security Testing, External Vulnerability Assessment, Firewall
& UTM, Internal Security Testing, Internal Vulnerability Assessment, Intrusion Prevention
System (IPS), IPS (Equipamento Dedicado), Strong Authentication, Virtual Security
Standard, VPN IPSEC Client-to-Site, VPN IPSEC Site-to-Site, VPN SSL, Web Application
Vulnerability Assessment, Web Applications Security Testing e Webfilter.

Statement of Applicability (SoA) 05/07/2022, version 5.

Através de uma auditoria comprovou-se que as exigéncias da
norma ISO/IEC 27001:2013 foram satisfeitas.

Este certificado € valido juntamente com o certificado principal 01
153 1629772 de 13.12.2022 a 06.12.2025.

15.12.2022 Fzé‘\

TUV Rheinland Cert GmbH
Am Grauen Stein - 51105 Koln

(( DAKKS A TUVRheinland®
DM 160 G0 Precisely Right.



® TUV, TUEV and TUV are registered trademarks. Utilisation and application requires prior approval.

Certificado

Norma de controle ISO/IEC 27017:2015
N° de reg. do certific. TUV.27.31150.3875.17/01

Organizacgao: CIRION TECHNOLOGIES DO BRASIL LTDA
AVENIDA EID MANSUR 666
PARQUE SAO GEORGE
COTIA - SP
06708-070
Brasil

Site: c/o CIRION TECHNOLOGIES DO BRASIL LTDA
AVENIDA EID MANSUR 666
PARQUE SAO GEORGE
COTIA - SP
06708-070
Brasil

Campo de aplicagao: Servigco de DEC3, (Dynamic Enterprise Computing v3), prestado
nos Data Centers de Argentina (Buenos Aires), Brasil (Cotia e
Rio de Janeiro), Chile (Santiago de Chile), Coldmbia (Col6bmbia
XV) e Peru (Lima).

Através de uma auditoria comprovou-se que as exigéncias da
norma ISO/IEC 27017:2015 foram satisfeitas.

Validade: Este certificado € valido juntamente com o certificado principal
TUV.27.31150.3875.17 de 13.12.2022 a 06.12.2025.

15.12.2022

< Y0V Rheinland do Brasil Ltda.
Av. Francisco Matarazzo,

1400 - 6° andar - Sao Paulo

- SP - 05001-903

www.tuv.com A TUVRheinIand®

Precisely Right.



® TUV, TUEV and TUV are registered trademarks. Utilisation and application requires prior approval.

Certificado

et gle woritel ISO/IEC 27018:2019
N° de reg. do certific. ~ TUV.27.1795387.4102.20/01

Organizacgao: CIRION TECHNOLOGIES DO BRASIL LTDA
AVENIDA EID MANSUR 666
PARQUE SAO GEORGE
COTIA - SP
06708-070
Brasil

Site: c/o CIRION TECHNOLOGIES DO BRASIL LTDA
AVENIDA EID MANSUR 666
PARQUE SAO GEORGE
COTIA - SP
06708-070
Brasil

Campo de aplicagao: Servigco de DEC3, (Dynamic Enterprise Computing v3), prestado
nos Data Centers de Argentina (Buenos Aires), Brasil (Cotia e
Rio de Janeiro), Chile (Santiago de Chile), Coldmbia (Col6émbia
XV) e Peru (Lima).

Através de uma auditoria comprovou-se que as exigéncias da
norma ISO/IEC 27018:2019 foram satisfeitas.

Validade: Este certificado é valido juntamente com o certificado principal
TUV.27.1795387.4102.20 de 13.12.2022 a 06.12.2025.

15.12.2022

< Y0V Rheinland do Brasil Ltda.
Av. Francisco Matarazzo,

1400 - 6° andar - Sao Paulo

- SP - 05001-903

www.tuv.com A TUVRheinIand®

Precisely Right.



TUVNORD

CERTIFICADO

Sistema de gestéo para
ISO 14001 : 2015

O organismo de certificagdo TUV NORD CERT GmbH confirma por este meio e em resultado da auditoria,
avaliacao e decisao de certificagdo de acordo com a norma ISO/IEC 17021-1:2015, que a organizagao

Cirion Technologies do Brasil Ltda.

Avenida Eid Mansur, 666, Térreo - Parque Sdo George
06708-070 - Cotia - SP

Brasil

com os locais de acordo com 0 anexo

opera um sistema de gestdo em conformidade com os requisitos da norma ISO 14001 : 2015 e que durante o periodo
de vigéncia de 3 anos sera monitorizada quanto a conformidade.

Seguinte ambito

Prestacdo de servicos de telecomunicacbes e tecnologia da informacao, nas
modalidades de hospedagem, gerenciamento e monitoramento de servidores,
dados e aplicativos de terceiros; armazenamento e backup de informacdes; e
segurancalogica de dados, direcionados a clientes dos setores publico e privado.

Numero do registro do certificado 44 104 21 310002 Valido de 2024-04-07

Relatério da auditoria - OS 22338 Valido até 2027-04-06
Certificacao Inicial 2021

A Entidade\de Certificagao Barueri, 2024-04-03
da TUV NORD CERT GmbH

TUV NORD CERT GmbH AmTUV 1 45307 Essen www.tuev-nord-cert.com

( DAKKS

Deutsche
Akkreditierungsstelle
D-ZM-12007-01-00



http://www.tuev-nord-cert.com/

TUVNORD

ANEXO

do Certificado N° de registro 44 104 21 310002
ISO 14001 : 2015

Cirion Technologies do Brasil Ltda.
Avenida Eid Mansur, 666, Téerreo

Parque Sao George

06708-070 - Cotia - SP

Brasil
N° de registro do certificado Localizagcéo Seguinte ambito
44 104 21 310002-001 Cirion Technologies do Brasil Ltda. Prestacdo de servicos de telecomunicacdes

Avenida Eid Mansur, 666, Térreo e tecnologia da informacéao, nas

Parque Sao George modalidades de hospedagem,

06708-070 - Cotia - SP - Brasil gerenciamento e monitoramento de
servidores, dados e aplicativos de terceiros;
armazenamento e backup de informacées;
e seguranca logica de dados, direcionados
a clientes dos setores publico e privado.

44 104 21 310002-002 Cirion Technologies do Brasil Ltda. Prestacao de servicos de telecomunicacdes

Rua Moises Cardoso de Oliveira, 100 e tecnologia da informacao, nas

Mirim modalidades de hospedagem,

11705-045 - Praia Grande - SP - Brasil gerenciamento e monitoramento de
servidores, dados e aplicativos de terceiros;
armazenamento e backup de informacoes;
e seguranca logica de dados, direcionados
a clientes dos setores publico e privado.

Final da lista
/ e
A Entidade'de Certificacao Barueri, 2024-04-03

da TUV NORD CERT GmbH

TUV NORD CERT GmbH AmTUV 1 45307 Essen www.tuev-nord-cert.com

( DAKKS

Deutsche
Akkreditierungsstelle
D-ZM-12007-01-00

Paginaldel


http://www.tuev-nord-cert.com/

Certificado

Norma de controle

N° de reg. do certific.

Empresa:

Campo de aplicacgao:

Validade:

www.tuv.com

NBR ISO 9001:2015

TUV.09.31150.0043.15

CIRION TECHNOLOGIES DO BRASIL LTDA
CNPJ: 72.843.212/0006-56

AVENIDA EID MANSUR 666

PARQUE SAO GEORGE

COTIA -SP
06708-070
Brasil

com as suas sucursais conforme anexo

Instalagéo e Entrada em Operagao dos Servigos de Housing e
Colocation prestados no Brasil (Cotia, Curitiba e Rio de Janeiro).

Através de uma auditoria comprovou-se que as exigéncias da
norma NBR ISO 9001:2015 foram satisfeitas.

Data da préxima auditoria: 08.06 (dd.mm).

Este certificado é valido de 07.12.2023 a 06.12.2026.
Primeira Certificagcao em 2015

18.10.2023

“TU\Rheinland do Brasil Ltda.
Av. Francisco Matarazzo,

1400 - 6° andar - Sao Paulo

- SP - 05001-903

Gestéo da Qualidade
NBR 1SO 9001

A TUVRheinland®

Precisely Right.

0CS 0004



® TUV, TUEV and TUV are registered trademarks. Utilisation and application requires prior approval.

Annex to certificate

Standard

Certificate Registr. No.

No.

/01

/02

www.tuv.com

ISO/IEC 20000-1:2018

Location

c/o CENTURYLINK
COMUNICACOES DO BRASIL
LTDA.

AVENIDA EID MANSUR 666
PARQUE SAO GEORGE
COTIA - SP

06708-070

Brazil

c/o CENTURYLINK
COMUNICACOES DO BRASIL
LTDA.

AVENIDA PEDRO Il 329

SAO CRISTOVAO

RIO DE JANEIRO - RJ
20941-070

Brazil

01 103 1829771

Scope

Data Center services: Backup, Colocation,
Consulting Services, Database Management,
DEC 3 (Dynamic Enterprise Computing v3),
DNS Service — Domain Management, Dynamic
Enterprise Computing, Hosting, Housing, Load
Balancing Enterprise, Load Balancing Standard,
Management, Microsoft Active Directory
Management, Microsoft Exchange
Management, Microsoft Terminal Services
Management, Office Space, On Site
Assistance, On Site Operations, Operating
System Management, Other Application
Management, SAP Basis Management, SAP
Other, SAP Portal Management, Storage,
Virtual Hosting Enterprise y Virtual Hosting
Standard.Managed Security Services: Antivirus,
AV+AS, Event Correlation, External Security
Testing, External vulnerability Assessment,
Firewall & UTM, Internal Security Testing,
Internal Vulnerability Assessment, Intrusion
Prevention System (IPS), IPS (Dedicated
Equipment), Strong Authentication, VPN IPSEC
Client-to-Site, VPN IPSEC Site-to-Site, VPN
SSL, Web Application Vulnerability Assesment,
Web Applications Security Testing, Webfilter.

Data Center services: Backup, Colocation,
Consulting Services, Database Management,
DEC 3 (Dynamic Enterprise Computing v3),
DNS Service — Domain Management, Dynamic
Enterprise Computing, Hosting, Housing, Load
Balancing Enterprise, Load Balancing Standard,
Management, Microsoft Active Directory
Management, Microsoft Exchange
Management, Microsoft Terminal Services

Page 1 of 3

A TUVRheinland®

Precisely Right.



® TUV, TUEV and TUV are registered trademarks. Utilisation and application requires prior approval.

Annex to certificate

Standard ISO/IEC 20000-1:2018

Certificate Registr. No. 01 103 1829771

Management, Office Space, On Site
Assistance, On Site Operations, Operating
System Management, Other Application
Management, SAP Basis Management, SAP
Other, SAP Portal Management, Storage,
Virtual Hosting Enterprise y Virtual Hosting
Standard.Managed Security Services: Antivirus,
AV+AS, Event Correlation, External Security
Testing, External vulnerability Assessment,
Firewall & UTM, Internal Security Testing,
Internal Vulnerability Assessment, Intrusion
Prevention System (IPS), IPS (Dedicated
Equipment), Strong Authentication, VPN IPSEC
Client-to-Site, VPN IPSEC Site-to-Site, VPN
SSL, Web Application Vulnerability Assesment,
Web Applications Security Testing, Webfilter.

/03 c/o CENTURYLINK Data Center services: Backup, Colocation,
COMUNICACOES DO BRASIL Consulting Services, Database Management,
LTDA. DEC 3 (Dynamic Enterprise Computing v3),
RUA DO SEMEADOR 350 DNS Service — Domain Management, Dynamic
CIDADE INDUSTRIAL Enterprise Computing, Hosting, Housing, Load
CURITIBA - PR Balancing Enterprise, Load Balancing Standard,
81270-050 Management, Microsoft Active Directory
Brazil Management, Microsoft Exchange

Management, Microsoft Terminal Services
Management, Office Space, On Site
Assistance, On Site Operations, Operating
System Management, Other Application
Management, SAP Basis Management, SAP
Other, SAP Portal Management, Storage,
Virtual Hosting Enterprise y Virtual Hosting
Standard.Managed Security Services: Antivirus,
AV+AS, Event Correlation, External Security
Testing, External vulnerability Assessment,
Firewall & UTM, Internal Security Testing,
Internal Vulnerability Assessment, Intrusion

Page 2 of 3

ALY.Com A TUVRheinland®
Precisely Right.



® TUV, TUEV and TUV are registered trademarks. Utilisation and application requires prior approval.

Annex to certificate

Standard ISO/IEC 20000-1:2018

Certificate Registr. No. 01 103 1829771

Prevention System (IPS), IPS (Dedicated
Equipment), Strong Authentication, VPN IPSEC
Client-to-Site, VPN IPSEC Site-to-Site, VPN
SSL, Web Application Vulnerability Assesment,
Web Applications Security Testing, Webfilter.

2021-09-13 /&(/Qé/)

TUV Rheinland Cert GmbH
Am Grauen Stein - 51105 Kdéln

Page 3 of 3

ALY.Com A TUVRheinland®
Precisely Right.



c Assessed by

cipher

a Prosegur company

CERTIFICACAO DE CONFORMIDADE

Cirion — SAOI1 — Séo Paulo — Brasil

Atendeu completamente aos requisitos exigidos pelo
Payment Card Industry Data Security Standard (PCI-DSS).

Categoria: Payment Card Processor

05/04/2024 Junho /2016 05/04/2025 4.0
EMISSAO DE CERTIFICADO CERTIFICADO DE PCI-DSS DESDE VALIDADE DO CERTIFICADO VERSAO



® TUV, TUEV and TUV are registered trademarks. Utilisation and application requires prior approval.

Certificado

Norma de controle |SO 22301:2019
N° de reg. do certific. 01 195 2129794/01

Organizagéo: CIRION TECHNOLOGIES DO BRASIL LTDA
AVENIDA EID MANSUR 666
PARQUE SAO GEORGE
COTIA - SP
06708-070
Brasil

Site: c/o CIRION TECHNOLOGIES DO BRASIL LTDA
AVENIDA EID MANSUR 666
PARQUE SAO GEORGE
COTIA - SP
06708-070
Brasil

Campo de aplicagio: Business Continuity Management System (BCMS) that offers support to the
Data Center, Cloud & Security services provided at the SAO1 Data Center in
Sao Paulo, Brazil.

Data Center Services: Backup, Colocation, Consulting Services, Database
Management, DEC 3 (Dynamic Enterprise Computing v3), DNS Service -
Domain Management, Hosting, Housing, Load Balancing Enterprise, Load
Balancing Standard, Management, Microsoft Active Directory Management,
Microsoft Exchange Management, Microsoft Terminal Services Management,
Office Space, On Site Assistance, On Site Operations, Operating System
Management, Other Application Management, SAP Basis Management, SAP
Other, SAP Portal Management, Storage, Third Party Products, Virtual Hosting
Enterprise and Virtual Hosting Standard.

Managed Security Services: Advanced Event Correlation, Antivirus, AV+AS,
Consulting Services, External Security Testing, External Vulnerability
Assessment, Firewall & UTM, Internal Security Testing, Internal VVulnerability
Assessment, Intrusion Prevention System (IPS), IPS (Specific Purpose
Equipment), Strong Authentication, Virtual Security Standard, VPN IPSEC
Client-to-Site, VPN IPSEC Site-to-Site, VPN SSL, Web Application Vulnerability
Assessment, Web Applications Security Testing and Webfilter.

Através de uma auditoria comprovou-se que as exigéncias da
norma ISO 22301:2019 foram satisfeitas.

Validade: Este certificado € valido juntamente com o certificado principal 01
195 2129794 de 19.10.2023 a 13.09.2024.

24.10.2023 Fzé‘\

TOV Rheinland Cert GmbH
Am Grauen Stein - 51105 Kaéln

www.tuv.com (( DAle(eﬁsche A TUVR he|n Iand ®

Akkreditierungsstelle

D-ZE-16031-01-00 Precisely Right.



Certificado

Norma de controle

N° de reg. do certific.

Site:

Campo de aplicacgao:

Validade:

www.tuv.com

ISO/IEC 27701:2019
74 251 0110/01

CIRION TECHNOLOGIES DO BRASIL LTDA
AVENIDA EID MANSUR 666
PARQUE SAO GEORGE

COTIA -SP
06708-070
Brasil

Prestagao de servigos de Data Center, Cloud & Security oferecidos no
Data Center SAO1 em Sao Paulo, Brasil, como processador de DP e
em processos de suporte como controlador de DP.

Servigos de Data Center: Backup, Colocation, Consulting Services,
Database Management, DEC 3 (Dynamic Enterprise Computing v3),
DNS Service - Domain Management, Hosting, Housing, Load Balancing
Enterprise, Load Balancing Standard, Management, Microsoft Active
Directory Management, Microsoft Exchange Management, Microsoft
Terminal Services Management, Office Space, On Site Assistance, On
Site Operations, Operating System Management, Other Application
Management, SAP Basis Management, SAP Other, SAP Portal
Management, Storage, Third Party Products, Virtual Hosting Enterprise
e Virtual Hosting Standard.

Servigos Gerenciados de Seguranga: Advanced Event Correlation,
Antivirus, AV+AS, Consulting Services, External Security Testing,
External Vulnerability Assessment, Firewall & UTM, Internal Security
Testing, Internal Vulnerability Assessment, Intrusion Prevention System
(IPS), IPS (Equipamento Dedicado), Strong Authentication, Virtual
Security Standard, VPN IPSEC Client-to-Site, VPN IPSEC Site-to-Site,
VPN SSL, Web Application Vulnerability Assessment, Web Applications
Security Testing e Webfilter.

Declaracao de Aplicabilidade de 01/08/2023, versao 50.

Através de uma auditoria comprovou-se que as exigéncias da
norma ISO/IEC 27701:2019 foram satisfeitas.

Este certificado € valido juntamente com o certificado principal 74
251 0110 de 10.10.2023 a 30.10.2025.

24.10.2023 u/ﬂ@u U

TUV Rheinland of North America, Inc.
295 Foster Street, Suite 100,
Littleton, MA 01460

d
ANAB A TUVRheinland®

ACCREDITED
B ISO/IEC 170211y

MANAGEMENT SYSTEMS PreCisely Rig ht.

CERTIFICATION BODY



UptimelInstitute

19 January 2024

Rodrigo de Oliveira

Director Sales Engineering

Cirion Technologies do Brasil LTDA
Alameda Vicente Pinzon, 51 — 4° andar
Sao Paulo, SP 04547-130

Brazil

Re: Tier lll Certification of Design Documents for the Cirion Technologies do Brasil LTDA — Cotia DC-6 to DC-
13 and THO3A in Cotia, Brazil

Dear Rodrigo de Oliveira,

Uptime Institute Professional Services is pleased to announce the Tier Certification of Design Documents for
the mutually dependent data centers of Cirion Technologies do Brasil LTDA — Cotia DC-6 to DC-13 and THO3A
as fulfilling Tier Ill Concurrently Maintainable criteria. This Certification is based upon the design
documentation submitted between 10 August and 15 December 2023.

This Certification is the combination of the mutually dependent data centers of the CenturyLink
Communicacodes do Brasil Ltda — Sao Paulo Datacenters DC-6, DC-7, DC-8, DC-9, DC-10, DC-11, and DC-12
and the Cirion Technologies Do Brasil LTDA — Cotia DC-13 and THO3A, and supersedes the Tier llI
Certification of Design Documents for CenturyLink Communicagdes do Brasil Ltda — Sao Paulo Datacenters
DC-6, DC-7, DC-8, DC-9, DC-10, DC-11, and DC-12 with 30 August 2023 expiry.

This Certification recognizes the Cirion Technologies do Brasil LTDA — Cotia DC-6 to DC-13 and THO3A
design as supporting any planned work on the site infrastructure without disrupting operations, as limited by
the stated IT capacity of 2,715 kilowatts (kW). This includes 245 kW of alternating current (AC) load in DC-6;
96 kW of AC load in DC-7; 96 kW of AC load in the DC-8; 209 kW of AC load in DC-9; 143 kW of AC load in
DC-10; 256 kW of AC load in DC-11; 270 kW of AC load in DC-12; 1,200 kW of AC load in DATA HALL 13;
and 200 kW of direct current (DC) load in TELEHOUSE.

Tier lll Concurrently Maintainable criteria are founded on the capability to complete planned facility
maintenance or modifications on a scheduled basis; equipment failures or distribution path faults may lead to
unplanned outages. Certain operator errors, such as procedural errors during reconfiguration of the redundant
computer room or site infrastructure equipment, may also impact the critical load.

This Tier Certification is based on the 100% design documents as submitted for review and makes no
assurances as to the constructed environment. This Tier Certification is valid until the design is modified,
including any changes to the capacity components or distribution paths depicted in the design identified above
and submitted for review. This Certification is subject to the limitations set forth in Schedule |, attached hereto
and incorporated herein.

The Tier Ill Certification of Design Documents award is valid until 19 January 2026 subject to the limitations
and extension request process set forth in the attached Schedule I.

Congratulations on this achievement.

Sincerely,

%M\ﬁv—

Christopher Brown
Chief Technical Officer

405 Lexington Avenue, 9th Floor, New York, NY 10174 - +1 212 505 3030 * info@uptimeinstitute.com



CenturyLink

Service Organization Control 1 Report

Description of System — CenturylLink

For the Period 1 November 2018 through 31 October 2019
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Section | - CenturyLink's Management Assertion
13 December 2019

We have prepared the description of Centurylink’'s Data Center Operations systemn entitied,
“Description of Controls provided by Centurybink” {Description) for hosting user entities’ systems
throughout the pericd 1 November 2018 to 31 October 2018 for user entities of the system during
some or all of the period 1 Novernber 2018 to 31 October 2019, and their auditors who audit and
report on such user entities’ financlal statements or internal controt over financial reporting and
have a sufficient understanding to consider the Deseription, along with ather information, including
information about controls implemented by user entittes of the system themselves, when
assessing the risks of materiat misstatements of user entities’ financial statements.

We confirm, to the best of our knewledge and belief, thal:

a. The Description falrly presenis the Data Center Operations systemn (Systern) made
available to user entities of the System during some or ail of the pericd 1 November 2018
to 31 October 2019 far hosting user entities’ systems as it relates to controls that are likely
relevant to user entities’ internal control over financial reporting. The criteria we used in
making this assertion were that the Description:

{1) Presents how the System made avaiiable to user entilies of the system was designed
and implemented, including, if applicable:

e The types of services provided.

» The procedures, within both automated and manuai systems, by which those
services are provided for user entities of the System.

s The information used in the performance of the procedures and supporting
information; this includes the correction of incorrect information and how
information is transferred to the reports prepared for user entities.

»« How the System capture and address significant events and conditions
« The process used to prepare reports and other information for user entities.

« Services performed by a subsenvice organization, if any, including whether the
carve-out method or the inclusive method has been used in relation to them.

s The specified control objectives and controls designed to achieve those objectives,
including, as applicable, complementary user entity controls assumed in the design
of the service arganization’s controls.

» Other aspects of our control environment, risk assessment process, information
and communication systemns (inciuding the related business processes), control
activities, and monitoring aclivities that are relevant to the services provided.




(2} Includes relevant details of changes to the Systemn during the period covered by the
Description.

{33 Does not omit or distort information refevant to the System, while acknowledging that
the Desctiption is prepared to meet the common needs of a broad range of user
entities of the system and their user auditors, and may not, therefore, include every
aspect of the Services that sach Individual user entity of the system and its user auditor
may consider important in the user entity's own particular environmant,

b, The controls related fo the conirol objectives stated in the Description were suitably
designed and operated effectively throughout the 4 November 2018 to 31 Qclober 2019
to achieve those control objectives if user enlities applied the complementary user entity
controls assumed in the design of Centurylink’s contrals throughout the period the 1

November 2018 to 31 October 2019. The criteria we used in making this assertion were
that:

(1) The risks that threaten the achievement of the conirol objeclives siated in the
Description have been ideniified by management of the service organizaton.

(2) The controls identified in the Description would, ¥ operating as described, provide
reasonable assurance that those risks would not prevent the control objactives stated
in the Description from being achisved; and

{3) The controfs were consistently applied as designed, including whether manual controls
were applied by individuals who have the appropriate competence and authority.

A | ';‘l £ "

- ‘ R / _,//
S \{\\ I I
B -
Gabriel del Campo . Leonardo Barbe
VI? Data Center LATAM SenidrVP Product and Markefing LATAM

A

Cenf’pryl.ink Communications, Latin America  CenturyLink Communications, L? in America
i




Pistreili, Henry Martin y Ascciados 5.R.L. Tel; +54 11 4318 1600
25 de mayo 487 - C1002AB! Fax. +54 11 4510 2220
Buenos Aires - Argentina YoM
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Section Il - Independent Service Auditor's Repori
To: Centurylink Data Center Outsourcing & Security Services Vice Presidency

Scope

We have examined CenturyLink’s description entitled Section 1t - Description of Controis
provided by CenturyLink (Description) related to the Data Centers in Buenos Aires
{Argentina), Santiago (Chile), Lima (Pert), Rio de Janeiro (Brazil}, Sdo Paulo {Brazil),
Carcelén (Quito, Ecuador), Cali (Colombia) and Bogota (Colombia) throughout the period 1
November 2018 to 31 October 2019 and the suitability of the design and operating
effectiveness of controls described therein {o achieve the reiated control objectives stated in
the Description (Controi Objectives), based on the criteria identified in CenturylLink’s
Management Assertion (Assertion). The Control Objectives and controls included in the
Description are those that management of CenturyLink befieves are likely to be relevant to
user entities’ internal control over financial reporting, and the Description does not include
those aspecis of the System that are not likely fo be relevant to user entities’ internal control
over financial reporting.

The Description indicates that certain Confrol Objeciives can be achieved only if
complementary user entity controls assumed in the design of CenturyLink’s controls are
suitably designed and operating effectively, along with related controls at the service
organization. Our examination did not extend to such complementary user entity controls, and
we have not evaluated the suitability of the design or operating effectiveness of such
complementary user entity controls.

The information included in Section V - Other Information Provided by CenturylLink is
presented by management of CenturyLink to provide additional information and is not a part
of CenturyLink’s Description. Information about CenturylLink’s Contingency Plan for Critical
Tools and Infrastructure Description has not been subjected to the procedures applied in our
examination of the description of the System and of the suitability of the design and operating
effectiveness of controls to achieve the related Confrol Objectives, and, accordingly we
express no opinion on it.

CenturyLink's responsibilities

CenturyLink has provided the accompanying assertion titled, Centurylink’s Management
Assertion (Assertion) about the fairness of the presentation of the Description and suitability
of the design and operating effectiveness of the controls described therein to achieve the
related Control Obiectives. Centurylink is responsible for preparing the Description and
Assertion, including the completeness, accuracy, and method of presentation of the
Description and Assertion, providing the services covered by the Description, specifying the
Control Objectives and stating them in the Description, identifying the risks that threaten the
achievement of the Control Objectives, selecting the criteria stated in the Assertion, and
designing, implementing, and documenting controls that are suitably designed and operating
effectively to achieve the related Control Objectives.

/
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Service auditor's responsibilities

Our responsibility is to express an opinion on the fairness of the presentation of the Description
and on the suitability of the design and operating effectiveness of the controls described
therein to achieve the related Control Objectives, based on our examination. Our examination
was conducted in accordance with attestation standards established by the American institute
of Certified Public Accountants (AICPA). Our examination was also performed in accordance
with International Standard on Assurance Engagements 3402 Assurance Reports on Conirols
at a Service Organization, issued by the International Auditing and Assurance Standards
Board. Those standards require thai we plan and perform our examination to obtain
reasonable assurance about whether, in all material respects, based on the criteria in
management’s Assertion, the Description is fairly presented and the controls were suitably
designed and operating effectively to achieve the related Control Objectives throughout the
period 1 November 2018 to 31 October 2019. We believe that the evidence we have obtained
is sufficient and appropriate to provide a reasonable basis for our opinion.

An examination of a description of a service organization’s system and the suitability of the
design and operating effectiveness of controls involves

e Performing procedures to obtain evidence about the fairness of the presentation of the
Description and the suitability of the design and operating effectiveness of the controls
to achieve the related Control Objectives, based on the criteria in the Assertion.

e Assessing the risks that the Description is not fairly presented and that the controls
were not suitably designed or operating effectively to achieve the related Control
Objectives.

e Testing the operating effectiveness of those controls that management considers
hecessary to provide reasonable assurance that the related Control Objectives were
achieved.

e Evaluating the overal presentation of the Description, the suitability of the Control
Objectives, and the suitability of the criteria specified by the service organization in the
Assertion.

Quality Control Requirements

The firm applies International Standard on Quality Control 1 and accordingly maintains a
comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal
and regulatory requirements.

Compliance with Independence and Other Ethical Requirements

We have complied with the independence and other ethical requirements of the Code of Ethics
for Professional Accountants issued by the International Ethics Standards Board for
Accountants, which is founded on fundamental principles of integrity, ohjectivity, professional
competence and due care, confidentiality and professional behavior,
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Inherent limitations

The Description is prepared to meet the common needs of a broad range of user entities and
their auditors who audit and report on user entities’ financial statements and may not,
therefore, include every aspect of the System that each individual user entity may consider
important in its own particular environment. Because of their nature, controls at a service
organization may not prevent, or detect and correct, all misstatements in hosting user entities’
systems. Also, the projection to the future of any evaluation of the fairness of the presentation
of the Description, or conclusions about the suitability of the design or operating effectiveness
of the controls to achieve the related Control Objectives, is subject to the risk that controls at
a service organization may become ineffective.

Description of tests of conirols

The specific confrols tested and the nature, timing, and results of those tests are listed in the
accompanying Section IV — Control Objectives, Controls, Tests and Results of Tests
{Description of Tests and Resuits).

Qpinion
In our opinion, in all material respects, based on the criteria described in the Assetrtion:

a. The Description fairly presents the System that was designed and implemented
throughout the period 1 November 2018 to 31 October 2019.

b. The controls related to the Control Objectives were suitably designed to provide
reasonable assurance that the Control Objectives would be achieved if the controls
operated effectively throughout the period 1 November 2018 to 31 October 2019, and
user entities applied the complementary controls assumed in the design of
CenturyLink’s controls throughout the pericd 1 November 2018 to 31 October 2019.

c. The controls operated effectively to provide reasonable assurance that the Control
Objectives were achieved throughout the period 1 November 2018 to 31 Cctober 2019
if user entity controls assumed in the design of CenturylLink's controls operated
effectively throughout the period 1 November 2018 to 31 October 2019.

Es miembro de Ernst & Young Global Limited £
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Restricted use

This report, including the description of tests of controls and results thereof in the Description
of Tests and Results, is intended solely for the information and use of management of
CenturylLink, user entities of Centurylink's System during some or ali of the period 1
November 2018 to 31 October 2019, and their auditors who audit and report on such user
entities’ financial statements or internal control over financial reporting and have a sufficient
understanding to consider it, along with other information, including information about controls
implemented by user entities themselves, when assessing the risks of material misstatements
of user entities’ financial statements. This report is not intended to be, and shouid not be, used
by anyone other than these specified parties.

13 December 2019

PISTRELLI, HENRY MARTIN ASESORES S.R.L.

CPCECABA T 1F 12

/e

ablo A. Dandois
Socio
Contador Publico Nacional (U.B.A.)
CPCECABA. T°205-F° 152

Es miembro de Ernst & Young Glabai Limited



Section i - Description of Controls provided by CenturyLink

Operations overview

Centurylink provides local, national and global communications services to enterprise,
government and carrier customers. CenturylLink’s comprehensive portfolic of secure,
managed solutions includes fiber and infrastructure solutions; IP-based voice and data
communications; wide-area Ethernet services; video and content distribution; Data Center
and cloud-based solutions. CenturyLink serves customers in more than 450 markets in 45
countries over a global services platform anchored by owned fiber networks on three
continents and connected by extensive undersea facilities. For more information, please visit
www. CenturylLink com.

The foliowing services are offered as part of the Data Center business line: managed services,
hosting, housing, office space, storage utilities, security solutions, backbone Data Center,
monitoring and mail & messaging. To support its transactions in the different Latin American
countries, CenturyLink has Data Center facilities at the following locations:

ARGENTINA ECUADOR
Buenos Aires (Artigas) (*) Guayaquil
Mendoza Quito

Cérdoba Quitio Carcelén (*)
Rosario

BRAZIL PERU

Sao Paulo (Cotia) (*) Lima (Surco) (*)
Curitiba

Rio de Janeiro (*)

CHILE VENEZUELA
Santiago (%) Caracas
COLOMBIA

Bogota (Colombia XV) (¥)

Bogota (SUBA)

Cali ()

(*) Data Centers covered by this report.
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Sé&o Paulo, Jan 2, 2024.

Dear,

We have received your request for information regarding material change in internal control
related to the ISAE3402. Ernst & Young Auditors prepared the latest Type Il ISAE 3402 for these
services and the report is dated 12/14/2023. This report includes tests of operating effectiveness
for the period ending November 1, 2022 to October 31, 2023.

Cirion Technologies recognizes the need to maintain an appropriate internal control environment
and report upon the effectiveness, as well as material change to its internal controls. As of
01/02/2024, 1 am not aware of any material change in our control environment that would
adversely affect the Auditor’'s Opinion reached in the November 1, 2022 to October 31, 2023
report for the above named ISAE 3402.

You should also be aware that Cirion Technologies, as a normal part of its operations, continually
updates its services and technology as appropriate. In addition, the controls for all of Cirion
Technologies were designer with certain responsibilities required of the system users (See User
Control Considerations in the ISAE 3402 report). Cirion Technologies controls must always be
evaluated in conjunction with an assessment of the strength of these user controls.

Finally, in order to conclude upon the design and effectiveness of internal controls for Cirion
Technologies, you must read the current ISAE 3402 report. This letter is not intended to be a
substitute for the ISAE 3402 report.

Sincerely,

B

Nelma Santos

Regional Processes Manager
Data Center, Cloud & Security
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Section | - CenturyLink’s Management Assertion

December 16th, 2021

We have prepared the accompanying “Description of the CenturyLink Housing, Hosting
and DEC 3 Services System relevant to Security and Availability” (Description) of
CenturyLink (Service Organization) in accordance with the criteria for a description of a
service organization’s system set forth in the Description Criteria DC section 200 2018
Description Criteria for a Description of a Service Organization’s System in a SOC 2
Report (Description Criteria). The Description is intended to provide report users with
information about the Housing, Hosting and DEC 3 Services and their supporting Data
Centers located in Sdo Paulo (Brazil), Bogota (Colombia), Cali (Colombia) and Lima
(Peru) that may be useful when assessing the risks arising from interactions with the
System_throughout the period 1 November 2020 to 31 October 2021, particularly
information about system controls that the Service Organization has designed,
implemented and operated to provide reasonable assurance that its service
commitments and system requirements were achieved based on the trust services
criteria for security and availability set forth in TSP section 100, 2017 Trust Services
Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy
(applicable trust services criteria).

The Description also indicates that certain trust services criteria specified in the
Description can be met only if complementary user entity controls assumed in the design
of CenturyLink’s controls are suitably designed and operating effectively, along with
related controls at the Service Organization. The Description does not extend to controls
of user entities.

We confirm, to the best of our knowledge and belief, that:

a. The Description presents the CenturyLink Housing, Hosting and DEC 3 Services
system that was designed and implemented throughout the period 1 November
2020 to 31 October 2021 in accordance with the Description Criteria.

b. The controls stated in the Description were suitably designed to provide
reasonable assurance that the service commitments and system requirements
would be achieved based on the applicable trust services criteria, if the controls
operated as described and if user entities applied the complementary user entity
controls assumed in the design of CenturyLink’s controls throughout the period 1
November 2020 to 31 October 2021.
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c. The CenturyLink controls stated in the Description operated effectively throughout
the period 1 November 2020 to 31 October 2021 to achieve the service
commitments and system requirements based on the applicable trust services
criteria, if user entities applied the complementary user entity controls assumed in
the design of CenturyLink’s controls throughout the period 1 November 2020 to
31 October 2021.

abnel del Campo (16 de December de 2021 ][07 GMT-3)

Gabriel Del Campo
VP Data Center LATAM
CenturyLink Communications, Latin America
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Section Il - Independent Service Auditor’s Report

To: CenturyLink Data Center, Cloud & Security Services Vice Presidency

Scope

We have been engaged to report on CenturyLink’s accompanying “Description of the
CenturyLink Housing, Hosting and DEC 3 Services System relevant to Security and
Availability” of its Housing, Hosting and DEC 3 Services system for the Data Centers in
Bogota (Colombia), Cali (Colombia), Lima (Perd) and Sao Paulo (Brazil) throughout the
period 1 November 2020 to 31 October 2021 (Description) in accordance with the criteria
for a description of a service organization’s system set forth in the Description Criteria
DC section 200 2018 Description Criteria for a Description of a Service Organization’s
System in a SOC 2 Report (Description Criteria) and the suitability of the design and
operating effectiveness of controls included in the Description throughout the period 1
November 2020 to 31 October 2021 to provide reasonable assurance that the service
commitments and system requirements were achieved based on the trust services
criteria for security and availability set forth in TSP section 100, 2017 Trust Services
Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy
(applicable trust services criteria).

The Description also indicates that CenturyLink’'s controls can provide reasonable
assurance that certain service commitments and system requirements can be achieved
only if complementary user entity controls assumed in the design of CenturyLink’s
controls are suitably designed and operating effectively, along with related controls at
the service organization. Our procedures did not extend to such complementary user
entity controls and we have not evaluated the suitability of the design or operating
effectiveness of such complementary user entity controls.

The information in the accompanying “Other Information Provided by CenturyLink” is
presented by management of CenturyLink to provide additional information and is not
part of CenturyLink’s Description. Such information has not been subjected to the
procedures applied in our engagement and, accordingly we express no opinion on it.

CenturyLink’s responsibilities

CenturyLink is responsible for its service commitments and system requirements and for
designing, implementing, and operating effective controls within the system to provide
reasonable assurance that the service commitments and system requirements were
achieved. CenturyLink has provided the accompanying assertion titled, CenturyLink’s
Management Assertion (Assertion) about the presentation of the Description based on
the Description Criteria and suitability of the design and operating effectiveness of the
controls described therein to provide reasonable assurance that the service
commitments and system requirements would be achieved based on the applicable trust
services criteria. CenturyLink is responsible for (1) preparing the Description and
Assertion; (2) the completeness, accuracy, and method of presentation of the Description
and Assertion; (3) providing the services covered by the Description; (4) selecting the
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trust services categories addressed by the engagement and stating the applicable trust
services criteria and related controls in the description of the service organization’s
system (5) identifying the risks that would threaten the achievement of the service
organization’s service commitments and system requirements; and (6) designing,
implementing, and documenting controls that are suitably designed and operating
effectively to meet the applicable trust services criteria stated in the Description.

Our responsibilities

Our responsibility is to express an opinion on the presentation of the Description and on
the suitability of the design and operating effectiveness of the controls described therein
to meet the applicable trust services criteria, based on our procedures.

Our engagement was conducted in accordance with International Standard on
Assurance Engagements 3000 (Revised), Assurance Engagements Other Than Audits
or Reviews of Historical Financial Information, issued by the International Auditing and
Assurance Standards Board. Those standards require that we plan and perform our
procedures to obtain reasonable assurance about whether, in all material respects, (1)
the Description is presented in accordance with the Description Criteria, and (2) the
controls described therein are suitably designed and operating effectively to provide
reasonable assurance that the service organization’s service commitments and system
requirements would be achieved based on the applicable trust services criteria
throughout the period 1 November 2020 to 31 October 2021. The nature, timing, and
extent of the procedures selected depend on our judgment, including an assessment of
the risk of material misstatement, whether due to fraud or error. We believe that the
evidence we have obtained is sufficient and appropriate to provide a reasonable basis
for our opinion.

A reasonable assurance engagement of a description of a service organization’s system
and the suitability of the design and operating effectiveness of controls involves:

e obtaining an understanding of the system and the service organization’s service
commitments and system requirements

e performing procedures to obtain evidence about whether the description is
presented in accordance with the Description Criteria

e performing procedures to obtain evidence about whether controls stated in the
description were suitably designed to provide reasonable assurance that the
service organization achieved its service commitments and system requirements
based on the applicable trust services criteria.

e assessing the risks that the Description is not presented in accordance with the
Description Criteria and that the controls were not suitably designed or operating
effectively to meet the applicable trust services criteria.

o testing the operating effectiveness of those controls to provide reasonable
assurance that the service organization achieved its service commitments and
system requirements based on the applicable trust services criteria.

e evaluating the overall presentation of the Description.

Our engagement also included performing such other procedures as we considered
necessary in the circumstances.
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Our independence and quality control

We have complied with the independence and other ethical requirements of the
International Ethics Standards Board for Accountants’ International Code of Ethics for
Professional Accountants (including International Independence Standards), which is
founded on fundamental principles of integrity, objectivity, professional competence and
due care, confidentiality and professional behavior.

We apply International Standard on Quality Control | and accordingly maintain a
comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards, and applicable
legal and regulatory requirements.

Inherent limitations

The Description is prepared to meet the common needs of a broad range of users and
may not, therefore, include every aspect of the system that each individual user may
consider important to its own particular needs. Because of their nature, controls at a
service organization may not always operate effectively to provide reasonable assurance
that the service organization’s service commitments and system requirements are
achieved based on the applicable trust services criteria. Also, the projection to the future
of any evaluation of the presentation of the Description, or conclusions about the
suitability of the design or operating effectiveness of the controls to meet the applicable
trust services criteria, is subject to the risk that the system may change or that controls
at a service organization may become ineffective.

Description of tests of controls

The specific controls we tested and the nature, timing, and results of those tests are
listed in the accompanying “Description of Criteria, CenturyLink Controls, Test and
Results of Tests” (Description of Tests and Results).

Opinion
In our opinion, in all material respects:

a. the Description presents the CenturyLink Housing, Hosting and DEC 3 Services
system that was designed and implemented throughout the period 1 November 2020
to 31 October 2021 in accordance with the Description Criteria.

b. the controls stated in the Description were suitably designed to provide reasonable
assurance that the service commitments and system requirements would be
achieved based on the applicable trust services criteria if the controls operated
effectively and user entities applied the controls assumed in the design of
CenturyLink’s controls throughout the period 1 November 2020 to 31 October 2021.

c. the controls stated in the description operated effectively to provide reasonable
assurance that the service commitments and system requirements were achieved
based on the applicable trust services criteria throughout the period 1 November
2020 to 31 October 2021, if user entity controls assumed in the design of
CenturyLink’s controls operated effectively throughout the period 1 November 2020
to 31 October 2021.
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Restricted use

This report, including the description of tests of controls and results thereof in the
Description of Tests and Results, is intended solely for the information and use of
CenturyLink, user entities of CenturyLink’s Housing, Hosting and DEC 3 Services system
during some or all of the period 1 November 2020 to 31 October 2021 and prospective
user entities, independent auditors and practitioners providing services to such user
entities who have sufficient knowledge and understanding of the following:

e The nature of the service provided by the service organization

e How the service organization’s system interacts with user entities, subservice
organizations, or other parties, including complementary user entity controls and
subservice organization controls assumed in the design of the service
organization’s controls

e |nternal control and its limitations

e User entity responsibilities and how they interact with related controls at the
service organization

o The applicable trust services criteria

e The risks that may threaten the achievement of the service organization’s service
commitments and system requirements and how controls address those risks

This report is not intended to be, and should not be, used by anyone other than these
specified parties.

December 16th, 2021
C.A.B.A, Buenos Aires

PISTRELLI, HENRY MARTIN ASESORES
S.R.L.
C.P.C.ECABA.T°1 F°12

Jed>

Pablo D#@ois (16 de December de 2021 17:23 GMT-3)
Pablo A. Dandois
Socio
Contador Publico Nacional (U.B.A.)
C.P.C.E.C. ABA.T°205-F°152
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Section Ill — Description of the CenturyLink Housing, Hosting and DEC3 Services
System relevant to Security and Availability

A) Services Overview

About CenturyLink

CenturyLink provides local, national and global communications services to enterprise,
government and carrier customers. CenturyLink’s comprehensive portfolio of secure,
managed solutions includes fiber and infrastructure solutions; IP-based voice and data
communications; wide-area Ethernet services; video and content distribution; data
center and cloud-based solutions. CenturyLink serves customers in more than 450
markets in 45 countries over a global services platform anchored by owned fiber
networks on three continents and connected by extensive undersea facilities. For more
information, please visit www.lumen.com.

The following services are offered as part of the Data Center business line: Cloud
Services, Cloud Security Services, Managed Services, Infrastructure Services, Security
Services, Hosting, Housing. To support its transactions in the different Latin American
countries, CenturyLink has Data Center facilities at the following locations:

ARGENTINA ECUADOR
Buenos Aires (Artigas) Guayaquil
Mendoza Quito
Coérdoba Quito (Carcelén)
Rosario
BRAZIL PERU
Sao Paulo (Cotia) (*) Lima (Surco) (*)
Curitiba
Rio de Janeiro

VENEZUELA
CHILE Caracas

Santiago (Huechuraba)

COLOMBIA

Bogota (Colombia XV) (*)
Bogota (SUBA)

Cali (Santa Monica) (*)

(*) Data Centers covered by this report.
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Sao Paulo, Jan 02, 2024.

Dear,

We have received your request for information regarding material change in internal control
related to the ISAE3402. Ernst & Young Auditors prepared the latest Type Il ISAE 3402 for these
services and the report is dated 12/19/2022. This report includes tests of operating effectiveness
for the period ending November 1, 2022 to October 31, 2023.

Cirion Technologies recognizes the need to maintain an appropriate internal control environment
and report upon the effectiveness, as well as material change to its internal controls. As of
01/02/2024, 1 am not aware of any material change in our control environment that would
adversely affect the Auditor’'s Opinion reached in the November 1, 2022 to October 31, 2023
report for the above named ISAE 3402.

You should also be aware that Cirion Technologies, as a normal part of its operations, continually
updates its services and technology as appropriate. In addition, the controls for all of Cirion
Technologies were designer with certain responsibilities required of the system users (See User
Control Considerations in the ISAE 3402 report). Cirion Technologies controls must always be
evaluated in conjunction with an assessment of the strength of these user controls.

Finally, in order to conclude upon the design and effectiveness of internal controls for Cirion
Technologies, you must read the current ISAE 3402 report. This letter is not intended to be a
substitute for the ISAE 3402 report.

Sincerely,

B

Nelma Santos

Regional Processes Manager
Data Center & Security
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Section | - Report of Independent Accountants
To: Cirion Technologies Data Center, Cloud & Security Services Vice Presidency

Scope:

We have examined management’s assertion, contained within the accompanying
Management’'s Report of its Assertions on the Effectiveness of Its Controls Over the
Cirion Technologies Hosting, Housing and DEC 3 Services system Based on the Trust
Services Criteria for Security and Availability (Assertion), that Cirion Technologies’
controls over the Cirion Technologies Hosting, Housing/Colocation and DEC 3 Services
System (System) were effective throughout the period 1 November 2022 to 31 October
2023, to provide reasonable assurance that its principal service commitments and
system requirements were achieved based on the criteria relevant to security and
availability (applicable trust services criteria) set forth in the AICPA’s TSP section 100,
2017 Trust Services Criteria for Security, Availability, Processing Integrity,
Confidentiality, and Privacy.

Management’s Responsibilities

Cirion Technologies’ management is responsible for its assertion, selecting the trust
services categories and associated criteria on which its assertion is based, and having
a reasonable basis for its assertion. It is also responsible for:

¢ Identifying the Cirion Technologies Housing/Colocation, Hosting and DEC 3
Services System (System) and describing the boundaries of the System

e ldentifying our principal service commitments and system requirements and the
risks that would threaten the achievement of its principal service commitments
and service requirements that are the objectives of our system

¢ identifying, designing, implementing, operating, and monitoring effective controls
over the System to mitigate risks that threaten the achievement of the principal
service commitments and system requirement

Our Responsibilities

Our responsibility is to express an opinion on the Assertion, based on our examination.
Our examination was conducted in accordance with attestation standards established by
the American Institute of Certified Public Accountants. Those standards require that we
plan and perform our examination to obtain reasonable assurance about whether
management’s assertion is fairly stated, in all material respects. An examination involves
performing procedures to obtain evidence about management’s assertion, which
includes: (1) obtaining an understanding of Cirion Technologies’ relevant security and
availability policies, processes and controls, (2) testing and evaluating the operating
effectiveness of the controls, and (3) performing such other procedures as we considered
necessary in the circumstances. The nature, timing, and extent of the procedures
selected depend on our judgment, including an assessment of the risk of material
misstatement, whether due to fraud or error. We believe that the evidence obtained
during our examination is sufficient to provide a reasonable basis for our opinion.

Our examination was not conducted for the purpose of evaluating Cirion Technologies’

cybersecurity risk management program. Accordingly, we do not express an opinion or
any other form of assurance on its cybersecurity risk management program.

2
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Inherent limitations:

Because of their nature and inherent limitations, controls may not prevent, or detect and
correct, all misstatements that may be considered relevant. Furthermore, the projection
of any evaluations of effectiveness to future periods, or conclusions about the suitability
of the design of the controls to achieve Cirion Technologies’ principal service
commitments and system requirements, is subject to the risk that controls may become
inadequate because of changes in conditions, that the degree of compliance with such
controls may deteriorate, or that changes made to the system or controls, or the failure
to make needed changes to the system or controls, may alter the validity of such
evaluations. Examples of inherent limitations of internal controls related to security
include (a) vulnerabilities in information technology components as a result of design by
their manufacturer or developer; (b) breakdown of internal control at a vendor or business
partner; and (c) persistent attackers with the resources to use advanced technical means
and sophisticated social engineering techniques specifically targeting the entity.

Opinion:

In our opinion, Cirion Technologies’ controls over the system were effective throughout
the period 1 November 2022 to 31 October 2023, to provide reasonable assurance that
its principal service commitments and system requirements were achieved based on the
applicable trust services criteria.

December 19th, 2023

C.A.B.A, Buenos Aires

PISTRELLI, HENRY MARTIN ASESORES
S.R.L.
C.PCECABA T 1 F 12

Pablo gandois (19 de dezembro de 2023 15:13 GMT-3)

Pablo A. Dandois
Socio
Contador Publico Nacional (U.B.A.)
C.P.C.E.C.A.B.A. T°205-F° 152
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Section Il - Management’s Report of its Assertions on the Effectiveness of Its
Controls Over the Cirion Technologies Hosting, Housing/Colocation and DEC3

Services system Based on the Trust Services Criteria for Security and
Availability

December 19th, 2023
We, as management of, Cirion Technologies are responsible for:

e |dentifying the Cirion Technologies Hosting, Housing/Colocation and DEC 3
Services System (System) and describing the boundaries of the System, which
are presented in Attachment A

e |dentifying our principal service commitments and system requirements

o ldentifying the risks that would threaten the achievement of its principal service
commitments and service requirements that are the objectives of our system,
which are presented in Attachment B

¢ identifying, designing, implementing, operating, and monitoring effective controls
over the System to mitigate risks that threaten the achievement of the principal
service commitments and system requirement

e Selecting the trust services categories that are the basis of our assertion

We assert that the controls over the system were effective throughout the period 1
November 2022 to 31 October 2023, to provide reasonable assurance that the principal
service commitments and system requirements were achieved based on the criteria
relevant to security and availability set forth in the AICPA’s TSP section 100, 2017 Trust
Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and
Privacy.

Very truly yours,

Gabriel del Campo

Gabriel del Campo (19 de dezembro te 20231251 GMT-3)
Gabriel Del Campo

VP Data Center
Cirion Technologies
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Attachment A — Description of Cirion Technologies Housing/Colocation, Hosting
and DEC3 Services System

About Cirion Technologies

Cirion Technologies provides local, national and global communications services to
enterprise, government and carrier customers. Cirion Technologies’ comprehensive
portfolio of secure, managed solutions includes fiber and infrastructure solutions; IP-
based voice and data communications; wide-area Ethernet services; video and content
distribution; data center and cloud-based solutions. Cirion Technologies serves
customers in more than 450 markets in 45 countries over a global services platform
anchored by owned fiber networks on three continents and connected by extensive
undersea facilities. For more information, please visit www.ciriontechnologies.com.

The following services are offered as part of the Data Center business line: managed
services, hosting, housing, office space, storage utilities, security solutions, backbone
Data Center, monitoring and mail & messaging. To support its transactions in the
different Latin American countries, Cirion Technologies has Data Center facilities at the
following locations:

ARGENTINA ECUADOR
Buenos Aires (BUE1) Guayaquil (GUA1)
Mendoza (MEN1) Quito (QUI1)
Codrdoba (COR1) Quito (QUI2)
Rosario (ROS1)
BRAZIL PERU
Séo Paulo (SAO1) (*) Lima (LIM1) (*)
Curitiba (CUR1)
Rio de Janeiro (RIO1)

VENEZUELA
CHILE Caracas (CAR1)
Santiago (SAN1) (*)
COLOMBIA MEXICO
Bogota (BOG2) (*) Ciudad de México (MEX1)
Bogota (BOG1)

Cali (CALL) (*)

PANAMA
Ciudad de Panama (PAN1)

(*) Data Centers covered by this report.


http://www.ciriontechnologies.com/
http://www.ciriontechnologies.com/
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Components of the System:
The following Cirion Technologies services are covered in this report:

¢ Housing/Colocation

The Housing/Colocation services enable a company to place its mission critical
equipment in a high-availability computing center with distinctive infrastructure
characteristics, featuring a private area for the development of its business, with
reliable high-performance connectivity to the inter-carrier networks and the
Internet. Environmental conditions are ensured by applying controls, and which
are monitored to provide a suitable environment.

e Hosting

The main objective of the Cirion Technologies Hosting services is to offer
customers dedicated hardware and a secure environment for the installation of
their applications, avoiding the need for these customers to perform maintenance
and operating tasks. Environmental conditions are ensured by applying controls,
and which are monitored to provide a suitable environment.

The current Hosting service is based on leading-edge servers, fully installed with
base software, and configured in the most flexible way to cater to the needs of
customers.

Cirion Technologies also has an excellent track record of distribution of these
services and a solid commitment to best practices in management, monitoring
and services.

e DEC3

DEC 3 (Dynamic Enterprise Computing v3) is a service developed to provide safe
and flexible cloud processing capacity to corporate users. By means of Computer
Components, Consumer Elements that will determine the use of such
components with added functionalities and supplementary Services that
complete the solution, Customers may create a computing environment
adequate for each of their essential applications. This way, customers can
dispose and manage network, security and computation systems in a centralized
and interrelated way, with complete independence of the physical components,
the basic software and the architectures that support them. This concept helps
the addition of new environments that cover the efficiency, technical and
economic requirements from demanding applications.

DEC 3 is a Community Cloud Service, basically implemented with VMware tool.
This tool provides a portal interface to clients to let them manage their
environment with autonomy and in a simple and intuitive way, by using Vrealize
Automation. Customers are able to manage their environment by creating virtual
machines and limited to the resources hired to Cirion Technologies. Those limits
are configured by Cirion Technologies operators for each client. Cirion
Technologies performs capacity analysis from the computer resources of the
cluster by using VCenter tool, from VMware,

Nevertheless, customers can delegate Cirion Technologies specialists the
management of approved operational systems, databases and applications by
hiring additional managed services.
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Applicable Trust Services Criteria

The following Trust Services Criteria set forth in TSP section 100, “Trust Services Criteria
for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust
Services Criteria, issued 2017) are covered by this report:

* Security

The security criterion refers to the protection of systems that use electronic information
to process, transmit or transfer and store information to enable the entity to meet its
objectives. Controls over security prevent or detect the breakdown and circumvention of
segregation of duties, system failure, incorrect processing, theft or other unauthorized
removal of information or system resources, misuse of software, and improper access to
or use of, alteration, destruction, or disclosure of information.

+ Availability

This criterion refers to the accessibility of the system, products, or services as committed
by contract, service-level agreement, or other agreements. The availability criterion does
not address system functionality (the specific functions a system performs) or system
usability (the ability of users to apply system functions to the performance of specific
tasks or problems) but does address whether the system includes controls to support
accessibility for operation, monitoring, and maintenance.

Relevant Aspects of Internal Controls

As defined by the American Institute of Certified Public Accountants (AICPA), internal
control is a process affected by an entity’s board of directors, management, and other
personnel and consists of five interrelated components:

¢ Control Environment — Sets the tone of an organization, influencing the control
consciousness of its people. It is the foundation for all other components of
internal control, providing discipline and structure.

¢ Risk Management — The entity’s identification and analysis of relevant risks to
achievement of its objectives, forming a basis for determining how the risks
should be managed.

¢ Information and Communication — Surrounding these activities are information
and communication systems. These enable the entity’s people to capture and
exchange information needed to conduct and control its operations.

e Monitoring — The entire process must be monitored, and modifications made as
necessary. In this way, the system can react dynamically, changing as conditions
warrant.

e Control Activities — Control policies and procedures must be established and
executed to help ensure that the actions identified by management as necessary
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to address risks to achievement of the entity’s control objectives are effectively
carried out.

This section briefly describes the components of Cirion Technologies’ internal controls
over the trust services principles and criteria of security and availability that may be
relevant to customers.

Control environment

Cirion Technologies’ organizational structure and, specifically, the Data Center’s area
organizational structure provides a framework for the planning, management and control
of operations in which personnel and business functions are segregated into
departments based on documented job descriptions. With this approach, the
organization defines responsibilities as well as reporting and communication lines, and
the employees focus on the tasks unique to their positions within the company. Sales
(Sales), Operations (Network Operations) and Product (Product & Marketing) functions
are organized under different VPs, who report to the company’s President Regional.

The Data Center, Cloud & Security area (which belongs to the Product & Marketing area)
is in charge of maintaining central infrastructure and carrying out the processes
supporting the operation. In addition, there is a customer service area that participates
in the first customer-service assurance level.

Global Security area is responsible for establish global policies of security for Cirion
Technologies and the Data Center, Cloud and Security is responsible for procedures for
maintain the security of every Data Center through monitoring activities and control
activities on their internal system, with the objective to avoid external attacks or internal
deficiencies.

Customer accounts are managed by an account executive belonging to the Sales
vertical, who receives the assistance of sales support from the Data Center Product Line.
There is also a Project Manager in the Data Center Product Line, who is in charge of
implementing the service agreed upon with the customer.

Being part of GCL Group, Cirion Technologies is subject to the Foreign Corrupt Practices
Act (the FCPA), which prohibits companies and their intermediaries from making
improper payments to foreign officials for the purpose of obtaining or keeping business
and/ or other benefits. The Company has policies and procedures designed to ensure
that the company, its employees and agents comply with the FCPA.

The company has an employee recruitment policy in place that provides for the general
conditions of the recruitment process. The recruitment process for each candidate is
documented in the Success Factors tool, where it also possible to evaluate the
performance of each employee and their goals.

The Company is committed to upholding the highest standards of ethics in relationships
with customers, employees, shareholders and the business community. This
commitment to ethical business practices is confirmed and contained in a Code of
Conduct and Business Conduct policy, which includes counsel on ethical conduct and
emphasizes its significance in all business activities.

The Code of Conduct must be read and accepted by all the employees joining the
company.

The company’s Code of Conduct has a specific section dealing with preventive measures
to protect employees against conflicts of interest with the customers. A conflict of interest

8



Ndmero de transagéo do Adobe Acrobat Sign: CBJCHBCAABAARStyOauCClide8grexw-O-fNgXDHbzf0

is defined as any particular investment, interest, activity, association or service of Cirion
Technologies employees or of any of their direct family members, which biases or seems
to bias their judgment upon making decisions for the best benefit of Cirion Technologies
or its customers.

The policies and procedures effective at the Company are applied both to Cirion
Technologies’ employees and contractors.

Cirion Technologies has a training calendar for all employees with mandatory courses
about security, privacy among others to have updated the ethical knowledge of the
company.

Vendor agreements include confidentiality commitments with Non-Disclosure Agreement
clauses and the acceptance of the code of conduct.

The Board of Directors has Committees that have a number of independent Board
members and where each Board and Committee member is qualified to serve in such
capacity.

Risk assessment
Internal Audit

The Company’s Internal Audit department, led by the Senior VP of Internal Audit and
SOX Compliance, reports functionally to the Audit Committee of the Board of Directors
and administratively to the Chief Financial Officer.

Internal Audit supports the Audit Committee and management through objective risk-
based assurance and advisory services designed to add value and improve the
operations of the Company. Internal Audit brings a systematic, disciplined approach to
evaluating and recommending improvements to the risk management, control and
governance processes, relating to, but not limited to operational, financial, compliance
and information systems/technology.

Internal Audit has responsibility to:

a) Develop a flexible annual audit plan using an appropriate risk-based
methodology and submit the plan for review and approval by the Audit
Committee.

b) Regularly communicate to the Audit Committee information of the results of
Internal Audit activities and progress on the annual plan.

c) Issue audit reports to management summarizing significant audit observations
and recommendations.

d) Evaluate the action taken by management to address recommendations made
by Internal Audit.

e) Review the systems of internal control and risk management that management
has implemented. This includes reviews of current and planned financial,
management and operational systems, as well as steps taken to mitigate risks
and impediments to the achievement of corporate objectives.
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Risk Management

Data Center, Cloud & Security area, which supports local and regional directions,
performs an annual audit plan for Data Center (Local and Regional audits). This plan
must be reviewed by the correspondent Direction. Every audit plan has the evaluations
and recommendations of improvements on processes, systems and infrastructure. This
audit plan establishes the internal and external audits to be realized for each Data
Center. Audits can be required from clients or from Cirion Technologies.

In addition to internal assessments, Cirion Technologies pursues various industry-
recognized programs, including SOC 1 reports as well as this SOC 2 report, and 1SO
27001 certification. The services and locations provided are 1ISO 27001 certified.

Every issue identified on the audits is documented on Cirion Technologies SharePoint
to do a follow up and is reviewed in direction meetings to define a resolution plan. This
is documented in the Cirion Technologies SharePoint and in the risk matrix, if necessary.

As part of the Risk Management and risk mitigation processes, Cirion Technologies has
contracted insurance policies in place for operational risks such as earthquakes,
flooding, storms and machine breakage.

Information & Communication

Cirion Technologies has a regulatory framework for its information system area, which
consists of policies, procedures, configuration standards and technical documentation.
Policies include the definition of basic standards for information protection, information
security, user administration, security incidents administration and passwords, among
others.

Based on the general standards defined, procedures were performed stating the steps
for the implementation thereof. In addition, there are technical standards and procedures
stating the values expected for operating systems, as well as the description of
procedures stating the tasks to be performed to modify passwords or review logs, among
others.

There are also formalized procedures to require and implement changes to programs
supporting the company’s transactions and the chart of account supporting book entries.
Such procedures include defining the authorizations required in each case and the duties
of each process participant.

The tools supporting Cirion Technologies operations require a username and a
password. They validate if the user is authorized to perform an operation by verifying
whether such user has a profile assigned for such purpose.

Cirion Technologies has implemented various methods of internal communication at a
global level to help employees understand their individual roles and responsibilities and
to communicate significant events in a timely manner. These methods include orientation
and training programs for newly hired employees; annual training programs tailored
based on employee roles and responsibilities that may include Code of Conduct, Cirion
Technologies Information Security Awareness, Business Continuity Management,
Privacy Overview; regular management meetings for updates on business performance
and other matters; and electronic means such as video conferencing, electronic mail
messages, and the posting of information via the Cirion Technologies intranet on topics
such as entity organization structure, process, organizational roles and responsibilities,

10



Ndmero de transagéo do Adobe Acrobat Sign: CBJCHBCAABAARStyOauCClide8grexw-O-fNgXDHbzf0

reporting of information security incidents and guidelines describing change
management.

Services engagements are defined on Master Services Agreements to communicate
Cirion Technologies responsibilities to clients.

Cirion Technologies performs an annual operational plan to determinate objectives for
different areas as Sales, Delivery or Operative, among others. The plan is communicated
to the areas involved to prepare or take actions to achieve the goals defined.
Monitoring

Monitoring activities are carried out through different methods. Management reviews the
results of regulatory examinations, reports by Cirion Technologies’ external auditor and
client communications.
Internal monitoring is carried out by an administration committee and, specifically for the
business line, by the data center management. Supervisory staff in general, monitors the
performance, quality and controls as a normal part of its activities. Monitoring activities
include reviewing the operating performance, quality control reviews and different reports
that measure the results of processes involved in the data center operation.
The Data Center management, specifically the Executive VP, monthly analyzes financial
and non-financial KPIs variations to study and examine business and operational
performance and trends evolution. The analysis is performed for each branch.

Control Activities

Cirion Technologies has implemented procedures and controls to achieve service
commitments and service requirements in accordance with its defined policies.

e Security Organization

e Logical Access — User Access Management
e Cybersecurity

e Physical Access

e System Monitoring and Incident Management
e Change Management

e Environmental Controls

e Backups

e Availability

Complementary User Entity Controls (CUECS)

Housing/Colocation, Hosting and DEC3 Services security is a shared responsibility
between the service provider and its customer. Cirion Technologies Housing/Colocation,

11
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Hosting and DEC3 Infrastructure controls were designed with the assumption that certain
controls would be implemented by user entities (or “customers”). Certain requirements
can be met only if complementary user entity controls assumed in the design of Cirion
Technologies Housing, Hosting and DEC3 Infrastructure’s controls are suitably designed
and operating effectively, along with related controls at Cirion Technologies Housing,
Hosting and DEC3 Infrastructure.

Impact of Covid-19 (Corona Virus)

In response to the global Covid-19 pandemic and at the direction of local, state and
federal / governmental authorities in the jurisdictions in which we operate, Cirion
Technologies implemented a work from home policy as of March 2020 for all non-
essential employees and vendors. The architecture of the Cirion Technologies Hosting,
Housing/Colocation and DEC3 Services System has been designed in a manner which
enables Cirion Technologies to continue business as usual operations irrespective of the
physical location of employees.

Cirion Technologies Hosting, Housing/Colocation and DEC3 Services System data
center teams continue to perform and sustain standard operating procedures, as they
relate to the controls tested in this audit. Due to the novel coronavirus, where required
by local mandates, precautionary measures and limitations have been placed on the
number of visitor staff and duration of visits at the data centers. In the event of a
procedural impact or modification for the purposes of conforming to the constraints
presented by Covid-19, Cirion Technologies Hosting, Housing and DEC3 Services
System data center teams have initiated and executed any required approvals for such
exceptions. Critical functions continue to operate.

12
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Attachment B — Principal Service Commitments and System Requirements
Overview

Cirion Technologies designs its processes and procedures to meet its objectives for the
Cirion Technologies Housing/Colocation, Hosting and DEC3 Services System. Those
objectives are based on the service commitments that Cirion Technologies makes to
user entities, the laws and regulations that govern the provision of the Cirion
Technologies Housing/Colocation, Hosting and DEC 3 Services System, and the
financial, operational and compliance requirements that Cirion Technologies has
established for the services.

The Cirion Technologies Housing/Colocation, Hosting and DEC3 Services System are
subject to relevant regulations, as well as state privacy security laws and regulations in
the jurisdictions in which Cirion Technologies operates.

Security and Availability commitments to user entities are documented and
communicated in Service Level Agreements (SLAs) and other customer agreements, as
well as in the description of the service offering provided on the Cirion Technologies
website. Security, and Availability commitments are standardized and include, but are
not limited to, the following:

* Security principle inherent to the fundamental design of the Cirion
Technologies System is designed to appropriately restrict unauthorized
internal and external access to data and customer data is appropriately
segregated from other customers.

» Security principle inherent to the fundamental design of the Cirion
Technologies System is designed to safeguard data from within and outside
of the boundaries of environments which store a customer’s content to meet
the service commitments.

* Availability principle inherent in the fundamental design of the Cirion
Technologies System is designed to replicate critical system components at
various locations and maintain the level of service to meet agreed SLAs.

Cirion Technologies establishes operational requirements that support the achievement
of security and availability commitments, relevant laws and regulations, and other system
requirements. Such requirements are communicated in Cirion Technologies’ system
policies and procedures, system design documentation, and contracts with customers.
Information security policies define an organization-wide approach to how systems and
data are protected. These include policies around how the service is designed and
developed, how the system is operated, how the internal business systems and networks
are managed and how employees are hired and trained. In addition to these policies,
standard operating procedures have been documented on how to carry out specific
manual and automated processes required in the operation and development of the
Cirion Technologies Hosting, Housing/Colocation and DEC3 Services System.

As an Infrastructure as a Service (laaS) System, the Cirion Technologies System is
designed based on a shared responsibility model where both Cirion Technologies and
the customers are responsible for aspects of security and availability. Details of the
responsibilities of customers can be found on the Cirion Technologies website and in the
Customer Agreement.

13
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